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Risk Management Through 
the Financial Lens

Traditionally, internal controls and 
risk in government have been synon-
ymous with financial concepts such 
as materiality, accuracy of accounting 
data and financial statement misstate-
ment. For more than a decade, it has 
been ingrained within federal, state 
and local government agencies that 
the office of the chief financial officer 
(OCFO), and typically only the OCFO, 
is responsible for assessing internal 
controls and risk management.

This financial focus has created a 
perception (and in some instances 
a reality) in government that non-
OCFO personnel are exempt from 
playing a key role in the internal 
controls and associated risk manage-
ment activities that help safeguard 
government programs. This percep-
tion is reinforced by federal laws 
and regulations. Both the Sarbanes-
Oxley Act of 2002, which protected 
shareholders and the general public 
from accounting errors and fraudu-
lent practices, and the 2004 revi-
sion to the Office of Management 
and Budget (OMB) Circular A-123, 
Management ’s Responsibility for 
Internal Control, Appendix A, Internal 
Control over Financial Reporting,1 
placed increased emphasis in 

financial controls over a more holistic 
enterprise risk management (ERM) 
approach in order to increase public 
confidence and transparency in 
financial management practices and 
safeguards. 

So, how can we move forward from 
this misconception? First and fore-
most, it is important to understand 
internal controls are used to manage 
both financial and program risk. In 
July 2016, U.S. Controller Dave Mader 
said program offices should also be 
aware of internal control require-
ments, and how internal controls over 
programs are beneficial to programs, 
and not just over financials.2

Take, for example, a U.S. military 
veteran who applies for the GI Bill. 
Before any financial risks associated 
with monthly payments come into 
the picture, the veteran must undergo 
an eligibility determination to assess 
whether he/she is entitled to receive 
benefits. Often, the question is asked: 
Aren’t financial controls more signifi-
cant? In many instances, operational 
controls are not perceived as key or 
significant by stakeholders because 
these controls are not always tied 
directly to large dollar amounts. 
Without being able to point to specific 
dollar amounts, improper payments 
or other types of financial impacts, it 
is easy to overlook some of the most 
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significant operational controls that 
could wreak havoc in a program were 
those controls to fail. This applies to 
the enterprise view, as well, and how 
these non-financial risks could affect 
the enterprise risk of the government 
agency or department.

As a result, the OCFO is often 
forced to work in a silo regarding the 
management of internal controls and 
risk, without the true “buy-in” that 
is needed from the other program 
offices and non-OCFO personnel. 
Although internal controls over 
financial reporting are important, it is 
critical to also consider non-financial 
reporting within internal audit func-
tions as discussed in the Institute 
of Internal Auditors (IIA) article, 
“Beyond the Numbers: The New 
World of Nonfinancial Reporting.”3 
By also focusing on non-financial 
reporting, an organization can create 
a sound risk-management structure 
and corresponding internal controls 
that align to the strategic decisions 
that organizations make.

Non-OCFO personnel have tradi-
tionally not seen the value internal 
controls and ERM can provide a 
program office, department, or 
larger organization; they tend to 
view internal controls and structured 
risk management as an additional 
burden that interferes with program 
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risk to be within its risk appetite, 
to provide reasonable assurance 

regarding the achievement of 
entity objectives.”

Changing Perception
For an agency to truly 

achieve its internal controls 
and risk-management objec-

tives, operational risk needs 
to re-join financial risk on the 

center stage, per the original 
spirit of OMB Circular A-123. The 

prevailing view must be changed to 
emphasize that internal controls are 
not a hindrance to programs — but 
serve to enhance program effective-
ness. Although internal controls are 
frequently perceived as the cause of 
excessive documentation and addi-
tional administrative tasks, internal 
controls across programs, with 
the help of the OCFO, can allow a 
program to reach its objectives, have 

more effective operations, 

better allocated budgets, and have 
increased control over risk tolerance. 
In July 2016, Marianne Roth, a branch 
manager within the office of the chief 
risk officer at the Transportation 
Security Administration, said the first 
step was to change perceptions about 
risks within the agency.4 This change 
in perception, in turn, improves the 
financial, operational and enterprise 
risk aspects of a federal agency as 
risk management is viewed as posi-
tive opportunity for preparation as 
opposed to negative threats to an 
organization’s mission.

In the federal government envi-
ronment, agencies will have to shift 
their focus per the updated OMB 
Circular A-123. Although industry 
guidance and frameworks had never 
explicitly neglected the importance 
of operational risk, the new direc-
tion in industry and best practices 
places increased emphasis on the 
importance of internal controls and 
ERM across operational components.

ERM’s Focus on Integration 
(and why it matters to  
non-OCFO personnel)

So, how does ERM fit into the 
picture? Governing bodies such 
as OMB and industry-leading 
organizations like COSO have 
either recently updated or are 
in the process of updating ERM 
guidance, frameworks and play-
books.5 It is important for orga-
nizations to stay up-to-date 
with current industry practice 
to appropriately control risk 
while maximizing program 
performance in today’s 
landscape.

The updated OMB 
Circular A-123 provides 
new direction for risk 
management within federal 
organizations focusing on 

ERM and the internal 
controls that support 
the ERM program 
as depicted in 
Figure 1. Although 
this is federal 
guidance, state 
and local govern-

ments widely 

goals and objectives. As defined by 
the Committee of Sponsoring Orga-
nizations (COSO) of the Treadway 
Commission’s Enterprise Risk Manage-
ment — Integrated Framework, ERM is 
“A process, effected by an entity’s 
board of directors, management and 
other personnel, applied in strategy-
setting and across the enterprise, 
designed to identify potential 
events that may affect the 
entity, and manage 

For an agency to truly  
achieve its internal controls and 

risk-management objectives, 
operational risk needs to re-join 
financial risk on the center stage, 

per the original spirit of OMB 
Circular A-123.

Provides valuable insight to decision-makers on the e�ectiveness and 

e�ciency of resources supporting mission-critical and major program 

operations

Increases the likelihood that an entity will achieve its desired objectives

Ensures the proper and appropriate linkage between an agency's 

entity-wide and program-specific strategic plans and objectives

Ensures that risks are managed consistently

Prioritizes the allocation of resources to the most significant risks

Enhances transparency and accountability in overall organizational structure

Improves the likelihood of success for strategic planning

Increases communication across the entire organization 

and reduces the silo approach to solving problems that 

span the agency

Creates processes and controls that reduce duplication 

of e�ort and maximize limited resources

Figure 1. The Non-OCFO Personnel ERM Checklist
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accept this as a baseline, and there 
has been a rise in state-government 
implementations of Green Book-
compliant internal control programs. 
This substantiates the direction of 
industry best practices and leading 
frameworks, and shows this should be 
the focus for risk management going 
forward. This integration of financial 
and non-financial, operational risk, 
and ERM as a whole, brings the tradi-
tional internal controls into a much 
larger entity-wide risk arena.

For there to be successful integra-
tion, there must be coordination 
between the OCFO and non-OCFO 
personnel for 360-degree risk 
coverage. The focus on integration 
not only places an increased focus 
on both financial and operational 
controls, but also requires continual 
coordination between the OCFO and 
program offices. The OCFO, which 
has traditionally been the main point 
of contact for internal control reviews 
by external auditors, will need to 
collaborate with the program offices 

to successfully meet risk profile and 
ERM reporting requirements, which 
will lead to better program perfor-
mance and outcomes. The OCFO can 
assist programs by taking control of 
their own risk profile and risk culture. 
The OCFO will need to work with the 
programs to train and prepare 
them to take increased 
“ownership” over 
the state of their 
control structure 
and overall risk 
prof i le. The 
benef i t s  of 
ERM need to 
be shared and 
highl ighted, 
and to remind 
program offices 
there are key risk 
areas that may be 
overlooked if they are 
only reviewed from 
a financial perspec-
tive. On the website for the state of 
Utah’s Department of Administrative 
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Services, the department stresses that 
“An attractive and significant aspect 
of the ERM process is its capacity for 
engaging employees in identifying, 
prioritizing, and solving risks.” 
Getting everyone to realize there is 
this attractive benefit is key.6  

Preparing for 
Tomorrow

Federal, state 
and local govern-
ments alike need 
to analyze the 
current ERM 
environment 
and agency-
w i d e  r i s k s 

after collecting 
data t hrough 

various techniques, 
including one-on-one 

interviews; email 
inquiries; internal 

and external data calls; and facilitated 
focus group sessions with designated 

For there to be  
successful integration, there 

must be coordination between 
the OCFO and non-OCFO 
personnel for 360-degree  

risk coverage. 
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subject-matter experts, key partici-
pants and stakeholders.

An article published by the Public 
Risk Management Association states, 
“there is always a struggle to get non-
risk managers to move beyond their 
definition of risk management… into 
a broader application of risk manage-
ment as a set of principles and tools 
they could apply to better reach their 
program goals.”7 There have been 
great strides made, as illustrated in 
Figure 2, but this is still a struggle 
in 2016. We need to continue to push 
to get the topic of risk management 
and ERM into non-OCFO personnel 
conversations. The updates to OMB 

some important considerations 
when assessing the current state of 
an organization’s ERM structure, and 
the importance of adopting best prac-
tices, such as “designating the head 
of a risk organization as a member of 
executive management.”8 Whether 
adopting models from the Institute 

Circular A-123 can help all of us push 
this concept and embrace ERM going 
forward.

The legislative environment must 
also be taken into consideration when 
evaluating the effects of duplica-
tion of effort. Agencies must review 
various outdated, current and pending 
legislation, and assess the organiza-
tion’s inclusion and compliance with 
all requirements on an ongoing 
basis. For example, updated in 2015, 
OMB A-11: Preparation, Submission, 
and Execution of the Budget, suggests 
agencies assess and manage risk as 
a part of strategic and data-driven 
reviews in support of the broader 
organizational risk-management 
framework, as appropriate for their 
missions, and in accordance with 

agency-specific programs. Addi-
tionally, agencies should consider 

compliance efforts that can be 
consolidated to limit unnec-
essary redundancies, while 
satisfying multiple legislative 
requirements. Preparing for 
any anticipated legislation 
allows agencies to remain 
agile in the event that 
critical business processes 

change. A whitepaper on 
ERM from the Pension Benefit 

Guaranty Corporation reveals 

We need to continue to  
push to get the topic of risk 
management and ERM into 

non-OCFO personnel conversations. 
The updates to OMB Circular A-123 

can help all of us push this  
concept and embrace ERM  

going forward.
A strong ERM structure 
based on best practices

Address 
high-risk 
control 

gaps with  
innovative 
and lasting 
solutions

Identify 
weaknesses 
and solidify  

strenghts

Review  
relevant  

frameworks  
based on  

up-to-date  
guidance

Figure 3. Developing a Strong ERM Structure

Figure 2. Decades of Guidance Related to Risk Management
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of Management Accountants’ risk-
management maturity model or 
learning from other ERM cases 
at other agencies, an organiza-
tion needs to first internally 
assess where they stand in 
order to move forward.

It is imperative that we — 
financial and non-financial 
practitioners — review and 
incorporate best practices 
within the industry to help get 
us started in the right direction. 
Leadership should consistently 
review industry guidance, leader-
ship surveys and relevant frameworks 
to determine how to implement the 
most cutting-edge ERM initiatives. 
A first step could be to perform a 
GAP analysis to identify weaknesses 
and solidify strengths. Management 
should identify missing, inadequate, 
or outdated risk-management efforts, 
strengthen the existing risk-manage-
ment structure to drive additional 
value across the agency, and address 
high-risk control gaps with innovative 
and lasting solutions (see Figure 3).

So, what now? The most important 
action item resulting from the updated 
OMB Circular A-123 guidance is we 
all need to do something and do 
something now. First and foremost, 
ERM should be implemented to 
incorporate the internal control 
framework and evaluate risk at all 
levels on a daily basis. While agencies 
are encouraged to develop their ERM 
implementation approach now, 
starting in FY17, agencies annually 
must develop a risk profile that 
identifies risks arising from mission 
support and other operations. The 
creation of a risk management council 
(RMC) or inclusion of enterprise 
risk managers, such as the chief risk 
officer, to promote ERM and related 
concepts across the agency, is a good 
first step to get everyone talking to 
one another and focusing on how best 
to create an integrated approach that 
promotes readiness to address the 
most pressing risks. 

For those of us in the financial 
community, let’s change the percep-
tion by showcasing and sharing what 
we have done around risk manage-
ment in the financial space with our 

non-OCFO colleagues to prepare for 
these new requirements and help 
them get started. This is an exciting 
time in risk management, and this is 
something that has not happened in 
a long time — we are all on this risk-
management journey together.    
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It is imperative that we — 
financial and non-financial 

practitioners — review and 
incorporate best practices within 

the industry to help get us 
started in the right direction. 
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The most important action 
item resulting from the 

updated OMB Circular A-123 
guidance: we all need to  

do something and do 
something now. 
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